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(54) Color-image processing apparatus and method, and storage medium 



(57) Conventionally, a color-image processing 
apparatus, such as a connputer, or the like, cannot 
deternnine whether or not color-image data stored in an 
image storage device, such as a hard disk, or the like, is 
an image corresponding to a specific original. Accord- 
ing to the present invention, a color-image processing 
apparatus includes a detemriination unit for comparing 
color-image data stored in an image storage device with 
a pattern stored in a pattern storage device. The color- 
image data stored in the image storage device is read 
with a predetermined timing, and detemnination by the 
determination unit is performed. The color-image 
processing apparatus is a computer, and the image 
storage device is a hard disk. 
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Description 

BACKGROUND OF THE INVENTION 
Field of the Invention 

[0001] The present invention relates to a color- 
image processing apparatus and method, and a storage 
medium. 

Description of the Related Art 

[0002] Recently, color work stations and so-called 
personal computers have been developed in which a 
color-image reading apparatus utilizing a CCD (charge- 
coupled device), or the like, a host apparatus for per- 
forming color-image processing utilizing CAD (compu- 
ter aided design) and CG (computer graphics), and a 
color printing apparatus, such as a color laser-beam 
printer, a color ink-jet printer, or the like, are combined. 
[0003] In such work stations or personal computers, 
a multicolor image can be printed. 
[0004] Accordingly, there is the possibility that a 
specific original for which it is prohibited to make a copy, 
such as paper money, securities, or the like, is easily 
forged by reading the original by the color-image read- 
ing apparatus, temporarily storing the read image in the 
work station or the personal computer, and outputting 
the read Image by the color printing apparatus. 
[0005] This problem arises because the above- 
described image reading apparatuses, printing appara- 
tuses, work stations and personal computers do not 
have means for preventing forgery of a specific original 
in themselves. 

SUMMARY OF THE INVENTION 

[0006] It is an object of the present invention to 
solve the above-described problem. 
[0007] It is another object of the present invention to 
provide a configuration in which, in a color work station, 
serving as a color-image processing apparatus, and a 
personal computer, the work station can execute deter- 
mination processing for color-image data stored within 
the personal computer 

[0008] It is still another object of the present Inven- 
tion to provide new functions. 

[0009] According to one aspect, the present Inven- 
tion which achieves these objectives, relates to a color- 
image processing apparatus including determination 
means for comparing color-image data stored in image 
storage means with a pattern stored in pattern storage 
means. The color-image data stored in the image stor- 
age means is read with a predetermined timing, and 
determination by the determination means is per- 
formed. 

[0010] According to another aspect, the present 
invention which achieves these objectives, relates to a 



color-image processing method for comparing color- 
image data stored in image storage means with a pat- 
tern stored in pattern storage means includes the step 
of reading the color-image data stored in the image stor- 
5 age means with a predetermined timing, and perform- 
ing determination by the determination means. 
[001 1 ] According to still another aspect, the present 
invention which achieves these objectives relates to a 
color-image processing apparatus, in which the above- 
to described color-image processing method is executed 
by a computer, and the above-described image storage 
means is a hard disk. 

[001 2] According to yet another aspect, the present 
invention which achieves these objectives relates to a 

15 storage medium, capable of being read by a computer, 
including codes of a determination process for compar- 
ing color-image data stored in image storage means 
with a pattern stored in pattern storage means. The 
color-image data stored in the image storage means is 

20 read at a predetermined timing, and determination in 
the determination process is performed. 
[001 3] The foregoing and other objects, advantages 
and features of the present invention will become more 
apparent from the following description of the preferred 

25 embodiments taken in conjunction with the accompany- 
ing drawings. 

BRIEF DESCRIPTION OF THE DRAWIMf^.Q 
30 [0014] 



FIG. 1 is a block diagram illustrating a computer 
system according to a first embodiment of the 
present invention; 

FIG. 2 is a flowchart illustrating a forgery detemii- 
nation operation according to the first embodiment; 
and 

FIG. 3 is a block diagram illustrating a configuration 
according to a second embodiment of the present 
invention. 



35 



40 



DESCRIPTION OF THE PREFERRED EMBODI- 
MENTS 



45 First Embodiment 

[0015] A first embodiment of the present invention 
will now be described with reference to the drawings. 
[0016] FIG. 1 is a block diagram illustrating a com- 

50 puter system according to the first embodiment. 

[0017] In FIG. 1 , reference numeral 18 represents a 
host computer. A reader unit 11 for inputting color- 
Image data by optically reading an original, a handy 
scanner 19, an external storage device 20 for read- 

55 ing/writing data using a magnetooptical disk, a CD(com- 
pact disc)-ROM (read-only memory), a tape device, or 
the like, a keyboard 17 for perfomilng input of various 
data, input of a command for instructing one of various 
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functions, or the like, by nneans of a key operation, a dis- 
play device 12, such as a CRT (cathode-ray tube), an 
LCD (liquid-crystal display), or the like, for displaying an 
innage, and a printer 13 for fomning an image on a 
recording sheet are connected to the host computer 1 8. 
[0018] In the host computer 18, a memory 15 can 
input and temporarily store color-image data from the 
reader unit 11, the handy scanner 19 or the external 
storage device 20, and output the stored color-image 
data to the display device 12 or the printer unit 13. A 
data storage device 16, such as a hard disk, stores 
image data temporarily stored In the memory 15. A for- 
gery determination unit 1 4 performs comparison/deter- 
mination processing for image data input in the memory 
15 or image data read from the data storage device 16 
and transferred to the memory 1 5. 
[0019] The forgery detemni nation unit 14 includes a 
table which has registered in advance image patterns 
peculiar to specific originals, such as paper money, 
securities, and the like. Image patterns peculiar to a 
specific original includes, for example, a two-dimen- 
sional density distribution pattern peculiar to paper 
money, a histogram or an appearance-frequency distri- 
bution pattern of a specific color-component signal, and 
electronic watermark. The degree of coincidence of a 
transferred image pattern with each registered pattern 
is detected by a well-known method. 
[0020] It is desirable to register in advance a plural- 
ity of patterns, such as characteristic patterns included, 
for example, in Japanese yen currency or U.S. dollar 
currency, and common patterns printed commonly in 
securities and various high-price bonds. 
[0021] A CPU (central processing unit) 18a controls 
the entire computer 18. A ROM 18b stores a program 
representing the flowchart shown in FIG. 2, various 
other control programs, and parameters. A RAM (ran- 
dom access memory) 18c is used as working areas for 
various programs. The same device may be used for the 
memory 15 and the RAM 18c. 

[0022] Next, the operation of the first embodiment 
will be described. 

[0023] FIG. 2 is a flowchart illustrating a forgery 
determination operation according to the first embodi- 
ment. 

[0024] The operation described below Is basically 
controlled by the CPU 1 8a and an OS (operating sys- 
tem). Timings for executing the operation will be 
described later. 

[0025] When processing has started (step 201), the 
CPU 18a retrieves color-image files stored in the data 
storage unit 16, and assigns one image file (step 202). 
[0026] Then, the CPU 18a determines If a flag Indi- 
cating the execution of forgery determination (to be 
described later) Is recorded in the assigned color-image 
file (step 203). If the result of the determination in step 
203 is negative, color-image data is read from the file 
and is written in the memory 15 (step 204), and the 
image data is transfen'ed to the forgery determination 



unit 14 (step 205). 

[0027] Upon reception of the color-image data from 
the image memory 15. the forgery determination unit 14 
compares the received color-image data with the Image 

5 pattern of each of a plurality of specific originals. When 
coincidence with the image pattern of a specific original 
has been confirmed as a result of determination in step 
206, it is detemnined that an image susceptible to be 
forged is stored in the file, and the contents of the image 

10 data are erased (altered) (step 207), and the color- 
image data whose contents have been erased is again 
stored in the data storage unit 16 with the same file 
name as the original image file (step 208). 
[0028] At that time, a determination-execution flag 

15 indicating the execution of forgery determination is 
recorded in a specific region of the image file (step 209). 
[0029] When it has been determined in step 206 
that the color-image data does not coincide with a spe- 
cific pattern, the data is not erased, and the process 

20 proceeds to step 209, where only a detemni nation -exe- 
cution flag is recorded in the corresponding image file of 
the data recording unit 1 6. 

[0030] Then, it is determined If the above-described 
processing has been executed for all image files stored 

25 In the data storage unit 1 6 (step .21 0), If the result of the 
determination in step 210 is affirmative, the processing 
is temninated (step 21 1). If the result of the determina- 
tion in step 210 is negative, the process returns to step 
202, and the same processing is repeated for the next 

30 image file. 

[0031] As described above, according to the first 
embodiment, by providing a forgery determination unit 
for detemnining forgery for all image data stored In a 
storage device of a host computer within the host com- 

35 puter, forgery determination processing can be per- 
formed. 

[0032] Although timings for executing the process- 
ing shown in FIG. 2 has not been described, it is effec- 
tive if the processing is executed by providing, for 
40 example, the following rules. 

(1) Since the host computer does not perform vari- 
ous types of processing by always operating the 
CPU, processing is started when input from the 

45 keyboard is not provided for a certain period, and 
the CPU does not execute specific application soft- 
ware. When there is an Input operation from the 
keyboard during the processing, the processing is 
temporarily interrupted. At a timing such that the 

50 above-described conditions are again satisfied, the 
Interrupted processing is resumed for unfinished 
color-image data. 

(2) When the power supply of the host computer is 
turned on from an off-state, an OS is first started. At 

55 this timing, processing from step 201 to step 21 1 is 
periodically executed as a part of the processing. 

(3) When specific application software instructs 
reading of an image file of the data storage unit. 
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processing from step 203 to step 207 is executed 
before reading the file into a working area used by 
the application software. 

(4) When the user instructs an operation of copying 

a specific image file, for example, when copying a s 
file on a hard disk to the same hard disk, or when 
copying a file from the hard disk to an external stor- 
age device, such as a floppy disk, a magnetooptical 
disk, or the like, or in cases reverse to the above- 
described cases, the OS executes processing from io 
step 203 to step 207 for the image file to be copied, 
before executing the copying processing. 

In this case, when coincidence with a specific 
image pattern Is detected, for example, processing 
of stopping the execution of a copying operation by is 
displaying a warning message on the display 
device 12 may be performed instead of erasing the 
image. 

(5) Also when the user Instructs to print a specific 
image file by the printer unit 13 through the key- 20 
board 1 7 or a mouse, determination processing Is 
performed In the same procedure as in the above- 
described item (4), and erasure of the image or stop 

of a printing operation is performed. 

25 

[0033] If determination processing is executed at 
the above-described plurality of timings or at all timings, 
forgery determination processing can also be assuredly 
executed for color-image data obtained according to 
various types of processing. 30 

Second Embodiment 

[0034] FIG. 3 is a block diagram illustrating a config- 
uration according to a second embodiment of the 35 
present invention. 

[0035] In FIG. 3. components 1 1 through 20 are the 
same as those shown in FIG. 1. An external interface 
unit 31 Is added to the configuration shown In FIG. 1, 
and is connected to another host computer 33, a color 40 
scanner 35, a color printer 36, a file server 37, and the 
like, via an external communication channel 32 (in gen- 
eral, a network, such as Ethernet, Internet or the like, or 
a high-speed data transfer channel, such as IEEE 
1394). 45 
[0036] Although the host computer 33 and the file 
server 37 have the same basic internal configuration as 
the host computer 1 8, the host computer 33 and the file 
server 37 generally include data storage units 34 and 
38, respectively 50 
[0037] The host computer 33 executes the forgery 
determination processing described in the first embodi- 
ment. In the configuration of the second embodiment, 
however, the forgery determination processing Is also 
executed when moving image data via the external 55 
communication channel 32, or when inputting image 
data from the scanner 35, or when printing image data 
by the printer 36. 



[0038] For example, when transferring an image file 
stored in the data storage unit 1 6 within the host compu- 
ter 18 to the data storage unit 34 of the host computer 
33 or the data storage unit 38 of the file server 37, the 
processing of steps 203 - 209 shown in FIG. 2 Is exe- 
cuted by transmitting Image data to the forgery determi- 
nation unit 1 4 before the transfer of the image file. 
[0039] In another example, when transferring an 
image file stored in the data storage unit 16 within the 
host computer 18 to the printer 36 in order to print the 
image file, the processing of steps 203 - 207 shown in 
FIG. 2 is executed by transmitting image data to the for- 
gery determination unit 14 before the transfer of the 
image file. 

[0040] Although in the foregoing description, only 
image files are determined, the determination process- 
ing Is not limited to the image files. The detemnination 
processing may, of course, be perfomned for all of ordi- 
nary document files. 

[0041] As for the internal structure of a file, image 
data itself is stored in various fomiats of storage 
whether the file is an image file or an ordinary document 
file, and necessity to extract necessary data by analyz- 
ing the file by an OS or application software always 
exists. 

[0042] For example, there exists a TIFF fonnat as a 
well-known image file format. In this fonnat, the size and 
the date of formation of data, the image compression 
method, a comment peculiar to the data, and the like, 
are buried In the file in the fomi of tags. Accorxiingly, 
before transferring the data to the forgery detemnination 
unit 14, an OS or application software, of course, 
extracts and transfers only two-dimensional image data 
(bit-map data) by analyzing the file structure in advance. 
[0043] Although In the foregoing embodiments, a 
configuration is provided in which, when it has been 
determined that data in a file coincides with a specific 
image pattern, the image data is erased, various modi- 
fications may be considered. For example, the color of 
the image data may be changed, or a character string, 
such as "sample", may be synthesized in the data in 
order to prevent output of forgery even if the specific 
pattern is printed by a printer. 

[0044] Although the forgery detemnination unit 14 
has been described as an independent component, this 
unit may, of course, be provided as a program in the 
ROM 18b so that Image data In the memory 15 or the 
data storage unit 16 is directly accessed and deter- 
mined. 

[0045] It is possible to perform detemnination 
processing at a predetermined timing for color-image 
data stored in image storage means (a hard disk, or the 
like). 

[0046] It is also possible to detemnine color-Image 
data stored In a hard disk. 

[0047] Since detemnination is perfomned at various 
timings, for example, when an operation of the operator 
Is not provided for a predetermined period while appli- 
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cation software periodicalty reads color-image data, 
when starting a color-image processing apparatus, 
when copying color-image data stored in image storage 
means to an external storage device, when copying 
color-image data from an image storage device to an 5 
external storage device, and during communication of 
color-image data with an external apparatus connected 
via a network, tt is possible to improve accuracy in 
determination. Particularty, although determination 
processing is interrupted, for example, when an opera- w 
tion of the operator has been started, or when a CPU 
has started execution of application software, process- 
ing is resumed from the immediately preceding determi- 
nation processing when an operation of the operator is 
not provided for a predetermined period or when the 75 
CPU does not execute application software. Hence, it is 
possible to efficiently perform determination processing. 
[0048] Since information indicating end of determi- 
nation is added to color-image data which has been 
determined, it is possible to prevent occurrence of use- 20 
less determination processing due to a plurality of 
determination operations for the same color-image 
data. 

Other Embodiments 25 

[0049] The present invention may also be applied to 
a processing method in which a program for operating 
the configuration of one of the above-described embod- 
iments is stored in a storage medium in order to realize 30 
the functions of the embodiment, and the program 
stored in the storage medium is read in the form of 
codes and is executed by a computer, and to a storage 
medium storing the program. 

[0050] For example, a floppy disk, a hard disk, an 35 
optical disk, a magnetooptical disk, a CD-ROM, a mag- 
netic tape, a nonvolatile memory card, or a ROM may 
be used as the storage medium. 

[0051] The present invention may be applied not 
only to the above-described case of executing process- 40 
ing only by the program stored in the storage medium, 
but also to a case of executing the operation of one of 
the above-described embodiments by operating in an 
OS in cooperation with the functions of other software or 
expanding board. 45 
[0052] The individual components designated by 
blocks in the drawings are all well known in the image 
processing apparatus and method arts and their spe- 
cific construction and operation are not critical to the 
operation or the best mode for carrying out the inven- 50 
tion. 

[0053] While the present invention has been 
described with respect to what are presently considered 
to be the preferred embodiments, it is to be understood 
that the invention is not limited to the disclosed embod- 55 
iments. To the contrary, the present invention is 
intended to cover various modifications and equivalent 
arrangements included within the spirit and scope of the 



6 

appended claims. The scope of the following claims is to 
be accorded the broadest interpretation so as to 
encompass all such modifications and equivalent struc- 
tures and functions. 

[0054] The present invention can be implemented 
by a computer program operating on a standard desk 
top computer. An aspect of the present invention thus 
provides a storage medium storing processor imple- 
mentable instructions for controlling a processor to 
carry out the method as hereinabove described. 
[0055] Further, the computer program can be 
obtained in electronic form for example by downloading 
the code over a network such as the internet Thus in 
accordance with another aspect of the present invention 
there is provided an elect rbal signal carrying processor 
implementable instructions for controlling a processor to 
carry out the method as hereinbefore described. 

Claims 

1 . A color-image processing apparatus comprising: 

determination means for comparing color- 
image data stored in image storage means with 
a pattern stored in pattern storage means, 
wherein the color-image data stored in said 
image storage means is read with a predeter- 
mined timing, and determination by said deter- 
mination means is performed. 

2. An apparatus according to Claim 1 , wherein said 
color-image processing apparatus comprises a 
computer, and wherein said storage means com- 
prises a hard disk. 

3. An apparatus according to Claim 1, wherein the 
color-image data is stored in said image storage 
means as a file. 

4. An apparatus according to Claim 1, further com- 
prising alteration means for performing alteration 
for the color-image data when said determination 
means has determined that the color-image data 
coincides with the pattern. 

5. An apparatus according to Claim 1, wherein said 
pattern storage means, said image storage means 
and said determination means are controlled by an 
operating system, and wherein the operating sys- 
tem periodically performs the determination for the 
color-image data stored in said image storage 
means. 

6. An apparatus according to Claim 1 , wherein said 
image storage means stores color-image data cor- 
responding to a plurality of images, and wherein, 
after determining the color-image data, said deter- 
mination means records information indicating end 
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7. 



9. 



10. 



Of the determination in the detemnined color-image 
data. 

An apparatus according to Claim 6, wherein said 
determination means does not perfomn determina- 
tion for the color-image data where the infonnation 
indicating the end of the determination has been 
recorded. 

An apparatus according to Claim 5, wherein appli- 
cation software operating in the operating system 
assigns color-Image data stored in said image stor- 
age means, and wherein said determination means 
detemrilnes the color-image data when reading the 
color-image data. 

An apparatus according to Claim 1, wherein the 
determination by said detemnination means is per- 
formed when an operation input of an operator is 
not provided for a predetemiined period. 



15 



20 



An apparatus according to Claim 1, wherein the 
detemnination by said detemnination means is per- 
formed when a CPU (central processing unit) of 
said color-image processing apparatus does not 25 
execute application software. 



11. An apparatus according to Claim 1, wherein the 
determination by said determination means is per- 
formed when starting said color-image processing 30 
apparatus. 

12. An apparatus according to Claim 1, wherein the 
detemriination by said determination means Is per- 
formed when copying the color-image data from an 35 
external storage device to said Image storage 
means. 



13. 



An apparatus according to Claim 1, wherein the 
determination by said determination means is per- 
formed when copying the color-image data from 
said image storage means to an external storage 
device. 



14. An apparatus according to Claim 1, wherein the 
detemnination by said determination means is per- 
formed during communication of the color-image 
data with an external apparatus connected to said 
color-image processing apparatus via a network. 

15. An apparatus according to Claim 3, wherein the 
color-Image data is stored in said Image storage 
means as an image file, and wherein said determi- 
nation means performs determination by obtaining 
bit-map data other than data buried within the 
image file in a format of a tag. 

16. An apparatus according to Claim 9, wherein, when 



40 



45 



50 



55 



another operation input of the operator is not pro- 
vided for a predetermined period after starting an 
operation input of the operator, detemnination 
processing by said determination means is 
resumed from color-Image data for which determi- 
nation by said determination means Is not per- 
formed. 

1 7. An apparatus according to Claim 1 0, wherein, when 
the CPU of said color-image processing apparatus 
does not execute the application software after 
starting execution of the application software, deter- 
mination by said determination means is resumed 
from color-image data for which determination by 
said detemnination means is not perfomned. 

18. A color-image processing method for comparing 
color-image data stored in image storage means 
with a pattern stored in pattern storage means, said 
method comprising the step of: 

reading the color-image data stored in the 
image storage means with a predetermined 
timing, and performing determination by the 
determination means. 

19. A color-image processing apparatus, in which said 
color-image processing method according to Claim 
18 is executed by a computer, and said image stor- 
age means comprises a hard disk. 

20. A storage medium, capable of being read by a com- 
puter, comprising: 

codes of a determination process for compar- 
ing color-image data stored in image storage 
means with a pattern stored in pattern storage 
means, 

wherein the color-image data stored in the 
image storage means Is read at a predeter- 
mined timing, and detemnination in the detemni- 
nation process is performed. 

21. A storage medium according to claim 20, wherein 
the image storage means comprises a hard disk. 

22. A method of processing data comprising: 

receiving the input of data; 

storing the data temporarily in a working area 

of a memory; and 

outputting data corresponding to or derived 
from the stored data; 

characterised by the step of comparing the 
stored data with further data representative of 
protected information and, if the stored data is 
determined to correspond to the further data, 
preventing the output of the stored data. 
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23. A computer program comprising processor imple- 
mentable instructions for carrying out a method as 
claimed in any one of claims IB and 22. 

24. A signal carrying processor implementable instruc- 5 
tions for carrying out a method as claimed in any 
one of claims 1 8 and 22. 
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